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{54} Method of < 



■ autftenticationnsnabled etecirasiic data 



(57} in m authenScatfen^^bSad electronic <3&ta 
generating -method;, strict authentication of the genuine- 
ness of electronic data Is enabled, and gsnumen^s 
is visually express^ to lasers of efeGtr^nic ciata^ A dig- 
ital gjgn^um Is appandad to authsnlieatson infermstbn 
for authenticatmg &n #&droniG mark B 112 such as a 
Wfeb page 109, a tmdeniark or the &ke, and thsn the 




autH^riticalion i^miatipn; with the dlgte! signal is 
embedded as an tnv&iblie d igtta! \vsat&rfiF*art< ioto an elec- 
tronic mark A ,1 11 . Thereafter; the efeetmnfe marfe A 1 11 

as a visible digital watermark info the eiectfbnie mark B 
112. 
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Desertion 

1, Field of the invention 

The present invention folates t® a technique of 
enabling authentication of genuineness of efecteruo 
data by using image data, and particularly to a tech- 
nique of enabling MrW authentication of genuineness of 
electronic data and also visually expressing genuine- 
ness ofeiecironid data on the ba$s of an image repre^ 
sented by the image data. US, Patent AjsoBbaifehs 
Serial Nos> 09/090,419 and 09/144 ,989 . Japanese Pat- 
ent Application No, HeKi 0-226832 and Japanese Pa^ 
^nt ; Application Na> are applications 

which are relevant to Ms application. 

2. D^scriptSoh af Retell Art 

[0002] A technique, catted "digital signature 
conventionally known as a ^chn^ue enabtin^ authentS- 
cation otai#*&ntiolty of efecctronife ppal) data^ 
|OO03] The digital signature technique, developed to 
guarantee the authenticity of electronic data, combines 
public key cipher te#¥*o!ogy with one-way p^perly 
functions, 

|00M] In this technology, a pair of keys, a private key 
S and a puNic key ¥ whtch satisfy g [f (n r 8) V) - n and 
f(g (n v V), S) = n, is created first, where n ropresents 
data, and f and g ngpres&nt fenoSom. These formulae 
mean that data encrypted with the pri vale key S may be 
decrypted by with the public key V and that, conversely; 
data encrypted wrth the pub)^ 
with the private key S, ft should also fee noted that It Is 
virtually impossible to find the private key S from the 
public key V, 

[00051 Once the privBtaK^y S and thepubKckeyVam 
created, the Creator parses the public key ¥ to a partner 
and holds the private key S privately? 
[0006] When the key crater $ ends data to the part- 
ner the creator passes data to which a diptel signature 
is attached. This digital signature is created by evaluat- 
ing data with a predetermined ona-way property func- 
tion and then encrypting the msufer^ evaluatbn value 
with the private key S> 

[B087J The one-way pro^rty fengipn described 
above can calculate 

ft Is Impossible te vlrtua^y eainuiate the original data 
from the e^lua^h valu^. addition Jt 1$ necessary for 
the one-way property function used in creating a digltai 
signal piece of 

unique data; fei is, the probability of the function 
Murhing the same bit: string td t^6 or more pieces of 
data must be very small, M example of such functions 
M a oneway hash fyhdbn wflieh evaluates data and 
returns a hit string a$ the evaiu&tlon srMup' af the data: 
The equation value h(D) calculated by the one-way 



hash f unoion is ^aiied the hash value of D e where h is 
the one-viay hash function and D is data, 
£0008| Upon receiving data to which a digital signature 
is attached, Jhe me^iving partner evaluates the date 
with the ®n&-my property function to obtain an evalua- 
tion vaiui and than checks if the evaiuation vato 
matches the value generated by decrypting the digital 
signature o^lno the public key %. When tbey match , it is 
verified the! the Signature mm created by the 
0: holder of the private key § corresponding to the public 
key V a&d iNt tft§ dlgSaf signature Is lor the data that 
was received, 

[00®§f Besides,, tbere has been conventionally known 
a WWW system with a WWW p/orid Wide Web) server 

?5 prog ram and a B rowser prog ram, wh ic h uses a pubiiciy- 
open network such as Internet orthelfe 
|901 0| Tbe WWW system is composed of at feast one 
WW server on which a WVVW server program lor pub- 
lishing information runs and at least one client terminal 
on which a browser program for browsing published 
Information runs. Data is transferred between the WWW 
server and the client fcermihHi vie the communication 
protocol aaMi HTTP {Hyper Text Transfer Frotocoi). 
100111 To pubi&h information on the WWW server, a 

*s server user must c^ dais to 

be published. This page con&ihs text data, Image data, 
au<!io data v video data, and link data to other Web 
pages, all interconnected using a structure description 
language eaiied^ ffi 

m Then, the user stores this Web page in a io^tfen (Sirec- 
tory) In the WiW server so that it may he scsoss^d 
from other opmputsrs (extent Ifnioals or other W0N 
servers}. 

[i&iS]. To browse a pubiished Web page from a client 
35 terminai using a hrows^r program, a torminai user must 
type the URL (Uniform Resoume Locator) of the Web 
page. Then, the Web page is sant from the WWW 
server to the client terminak The leKt data, Ini^ge data, 
and video data of tfie Web page are displayed on the dl^ 
^ ent terminal screen. Audio data, if Induded in the page, 
is produced from the spaafer connected to the client 
iiirmltmL 

[00131 The recent tmnd is th^t iM WWW system like 
this is used not oniy as the oommunioaition means but 

<?5 also In business. One such application is an electronic 
comm^rc€ system which provides the user with infer- 
matron on goo^s using this WWW system, 
ppi4| in such an eieotronio commerce system, niost 
vendors Include into their web pages the image data, 

so such as the logos of ^ aii»lhe 
user to inslantiy select one of various payment rneth- 
dds. This is similar to a maf-world (not a woHd sucS as 
the Jnternet} store where itee. logos of the oredt cand 
mtn pmim $ m put op do th e counter or In the show win- 

|S015| Sometimes, a Web p^p may also contain 
image data, such as logo marks indicating the Web 
page creator or an authentic Individual or organization 
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which bm autnofeed the Web page, to allow a Web 
page user to instantly ascertain tofaft-.'Has created' the 
W&b page or that 

the aulhentic individual or organisation, 
[0C1S] Further, as a technique of @mb^dd^g lnfbrma- 
turn into image data is known a digits watermark tech- 
nique disclosed in \BM System Journal Vbf 35, No. 3 & 
4, f§96, pp. 313^336. According lo this technique, infor- 
mation Is embedded into image data so that variation of 
an image pattern represented by itm w\&g& data cannot 
be visually recognised and the information embeddedin 
the image date cannot be separated from the image 
data. The digital watermark techniqua with which the 
embedded inlbrniation cannot be yisuaiiy recognised 
from the image pattern represented % the image data 
having information embedded therein is caii&d as an 

10017] According to such an i;wMhfe digital wafer- 
mark techniquej it is expected tha t legal us£ of jniage 
data can be prevented by e^hed^^^^ 
matton 0f a msoufactuf ie or dlstrthutor Into image data 

Furthermore, a digital watermark technique 
disclosed in U.S. Patent No, 6,530 Is known as a 
techn^cjue of imitating traditional watermark for Image 
data. According to this techhique < the bdghthess of the 
Image data represented fey a #eoifio Na§e pattern is 
varied in accordance with a watermark image pattern 
representing Information to be embedded to thereby 
generate image data which represents the specie 
image -'..pattorn and also r^pr^sanis slightly the water- 
mark Image pattern . in this, case. It is impossible to sep - 
arate the original specific image pattern and the 
Watermartc snage patlBrn from the watermark embed- 
ded Image data thus general Such a digital wator- 
mark leohnique that the ernhedded information can be 
visually recognized ffonrtheimap pattern represented 
by the mfermstion-embed^ed I image data is called as a 
*\M>fe d Jgitaii waternw k i&h^tiB*; 
[001 9 j According to s uch a visible digital watermark 
technique, the visibility of an original image pattern m 
prevented from being greats y damaged by the image 
pattern represented by the ^rnage data in whi c h Ihfema - 
ibn is embedded, and an image Pattern representing a 
nianutacturer; a distribiiier or the Ike can be 3 
m as to be visually r eco^nizahie. 



According to the technique of enabimg the gen- 
uineness of electronic data to be autherslicated by the m 
digital signature, it is so bothersome that not only the 
electronic data, but also the digM signature and the 
el ectro n id data must be manag ed m e&mblnatksn w ith 
each bthte Since the : , 4i§5tar^^atuf'is : is invisible, the 
genuineness of the eiectronic data cannot be directly ss 
and visually expressed to a user of the electronic data. 
p021j On the other hand, according to fee technique 
containing a sogo mark into a Web page/stee the bgo 



marH can be simply copied and Illegally used, ft cannot 
he satd that the genuineness of the eiectmnfe data cad 
be authenticated by the logo mark. 
IpMil T h erefpre, an obje ct of the p resent Inve^n Is 
to enable the strict authentication of the genuineness of 
electronic data and visually express the genuineness of 
the electronic data fer users of the electronic data, 
|O023|. In order to attain the above object, according to 
tie present invention, there is provided a method of 
generating authentication-enabled electronic data, 
comprising the steps of: embedding •d!git&hsignatur& 
appended authentication Information fer authenticating 
the electronic data as ah invisible digital wstormertc into 
a first image and applying a vlsuaiiy-recoghfeabie alter- 
ation to the fi rst Image data embedded with the invisible 
digital watermark to genenste a second image; and 
inserting the second Image into the electronic data to 
generate the auihentfeation-enahiied electronic data . 
P024] According tn the authenlicatiof^enab^d elec* 
20 tronic data generated by the above m^tfrod, the genu- 
ineness of the electronic data can be stndly 
autheMcated by the digMt-signatUft appended 
authentication IhfefiiT^fen iehibsdd^d- as. the invisible 
digits watermark, Further, a desired mark such as a 
m trademark or the like can be dismayed by the second 
image contained in the display of the authentication- 
enabled electronic data, and the genuineness of elec- 
tronic data which cannot he perfectly represented by 
only the normal display of a mark such as a trademark 
a? or the like can vkuaiiy mpressnted foy the alteration 
applied tolhe sscnod image. 
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Fig, 1 is a Mock diagram showi ng a confip ration of 
a genuineness authentication system fer digital 
contents according to a first embodiment of the 
present invention; 

Fig, 2 is a bioc^ diagram showing a coofigumtioo M 
a mark-pasted content creating device according to 
the fif^f smbodim^nt of the present Invention; 
Fig, 3 is a block diagram showing a configuration of 
a cohtent aythenticatfen device according to it\a 
f5 rst embodiment of the present Invention; 
Fig, 4 js a^M^ configuration of 

an electronic computer usable to implement the 
mark-pasted content cmating deivibe and the con- 
tent authentication device according to the first 
embodiment of the present invention; 
Fig 5 is a diagram sbowmg a proceBSing of the 
mark-pasted content ereafirvg device according to 
the first erhbddihient Of the present invehtion; 
Fig. 8 Is a ffewchart showing a pmced urn of the 
Operation of the mark-pasted content creating 
device according to the fir$t embodiment ot the 
presont invention; 
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Pig, 7 is a flowchart showing a procedure of the 
operation of the coh*ent authentication device 
according to the first embodlmem of the pm$&n£ 
invention; 

F%, S is a flowchart showing a procedure of the s; 
opemtfen fee mark-pasted content creating 
devte according to a second ambo<3lment of the 
prefect invention; 

Fig, S is a digram lowing a processing of the 
mark-pasted cdnteM ematirig device according to $ 
the Secdftd s hr^rit of the pf t j h ventio n ; 
Fig., 10 is a flowchart sHov^ng a procedure w the, 
op^stjon of the content ^tfthe^tic&liasn device 
according the ssGon^ present 
invention; 

Fig. 11 Is a diagram showing a processing of the 
mar^pasled content creating device according to a 
third ^mbpdjr^ 

Pig, 12 is.^:t3^-'diagmi« showing a configuration 
of the cm tent authentication device according to a s& 
fourth embodiment of the prefer it. invention; 
Rg. 13 is a flowchart showing a procedure of the 
operation of the mark^asled content cresting 
device according to the fourth embodimon t # t?^ 
present Invention; 

Ffgv 14 Is a diagram showing a processing of the 
ma?fepasted ddnfent cr^atiM device according to 
the fourth embodiment of the present inv^nlion; 
Fig; 15 *s a flowchart showing a procedure of the 
operation of the content authentication device 
according to the fourth embodiment of the present 
invention; and 

Fig, 16 is a diagram showing a processing of the 
mark-pasted content creating device according to a 
f i&b embodiment of the present invention. 

[002&J Preferred om^odlmants according to the 4& 
pr^#t : i : ^^ described hereunder with refer- 

ence & the acGompanylng drawings; 
|O02?j A first embodiment Of the present invention will 
be descried by applying the present invention to a case 
whem genuineness of a web page can he authenticated ds 
by electronic data. 

[0^28] Fig. 1 shows a conftgumt jon of a genofrieness 
adthonticalbn systssrn of a digital content according to 
thejfrst embodiment of the present inverstspm 
[0O2S| As show In fig. 1 < the genuineness authentic m; 
cation system of the digital content comprises a mark- 
pasted content generating device 100 and a content 
check device 

[0030] The tnark-pasfed content generating device 
1 00 comprisas an opormting unit 1 02 and a storage unit ss 
103, as sho^h in Fig, 2, 

£0&31J The operating uhit 1 02 comprises an input/out- 
put £ihi 104 serving ah tnpu^outpyt interface to the 



externa;, an Idferrnaifon insertion unit 106 for executing 
various processing such as digital slgn&ture^precessjng.* 
invisible dsg^ visible digital 

v^aterrnerk processing to generate m information- 
appended eiecfonic mark in v^hich authenlicatjon Infor- 
matldn is embedded* a mark pasting linftlWIbr pasting 
the information-appended electronic mark to the con- 
tent, M&ti controller 1 05 lor controiiing the operation of 
these pro^e$s!hg. In the storage unit 1D3 are stored a 
content 1 09 whose genuineness is to be a uthenticate<J> 
au thentotlon information 11(5 containing, feature Intbr- 
mat iors on the content (for example^ URL of the content^ 
information on an authentication source- effective term 
ioibrmalJO^ I DS of 

the authentication source for creating & digftai signa- 



ture, a mark part A 111 and a mark part B 112, tnfdrma- 
tldn-appended electronic mark 113* a mark-pasted 
content 114 bhfc&ioeb by pasting the information- 
appended electronfe mark 1 13 to the consent 109. 
[003?] The content cheek device 200 comprises an 
operatSng unit 202 and a storage unit 20S as shown in 
F*g. 3. 

[0033 j The operating unit 202 comprises an input/out- 
put unit 204 serving as ^:'i?)piJt/^tikit 'fet^rfeoe to the 
ex£erna!,0 

nation-appended electronic mmk portion from the 
mark-pasted content, an information extraction uml207 
fer extracting digstaf-slgnature appended authoMicatfen 
infer rna 1km as extraction information from the informa- 
iic mark, a digital signature check 
gfitnl signature of the e>d?Be- 
tion information and the authentication infbrmatibn, a 
§6numeoes& expression information selecting/compos- 
ing unit 209 for generating result notification information 
on the basis of the check results of the signature and 
the authentication !nfermat|qn,,:and. : a controller 205 for 
controiiing the operation of these processing, in the 
$torag^ unit 203 are stored a mar^-past^d conlent 2iO> 
a content 211 separaled/extracted from the mark- 
pasted content 210, an in^fmation-appended e?e>> 
tronlc marl^ 212, extraction inferrnatloh 213. a publb 
(open) key 214 of an a Ltfhenti cation source to decrypt 
the digital signature, a check result 2 t5 cf the d igital sig- 
nature and the extraction authentication infcrmation, 
and genuineness expression information 216 as frame 
display intbrmation of a check result notification of the 
signature and the authentication information. 

Here, as shown in Fig. 4 . the mark-pasted con- 
tent generating device 100 and the content check 
device 200 can he up in an sfeclr-onic computer 
havinc a general construction which includes a GPU 
301, a main memory 302 8 an extemai borage device 
303a semng as a hard disc device, another externai 
storage device 3D3b t a commuhicatJoh controller 304, 
an Input device 305 such as a teyboard or a pointing 
device and an. output device 306 such m a display 
device, 

|O03Sj I n this case, the operating unit 1 02 of the mark- 
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pasted content generating device 100 and each part of 
the operating umt 102 are implemented a$ processes 
embodied on the etMronie computer by e^cutthg pro- 
grams loaded into im $mm mmmy §€g by the CPU 
301 , in tbis ease, the main memory 302 and *he exten 5; 
ns! storage devices 383a And 303b are used as the 
storage unit ©f the mafepasted content generating 
device 1 00, Ukewise : the operating unit 202 of the con- 
tent check device 200 and each part of the operating 
unit 202 are Implemented as processes embodied on 10 
the electronic compuler by executing programs loaded 
into the main memory 302 by tR8 QRU 301. In this case, 
the mam memory 3D2 and the external storage device 
303s and 303b are used as the storage unit 203 of the 
content ohec^devte#20Qs & 
|0038| The programs which are foaded Mo the main 
memory 302 and executed by fe CPU 301 to construct 
the mark pasted content generating device 1 DO and the 
content check device 200 on the electronic computer 
are stored in the eternal storage device 303a m m 
advance, and they are loaded to the main memory 302 
and executed by the CPU 301 as occasion demands. 
Mernatively, tft& programs may be directly loaded from 
a portable storage medium 307 through the exiernal 
storage device 303b handling a portable storage 2$ 
modern 307 such as C0^R0S erlhe Site and then exe- 
cuted by the CPU 301 as bccasion demands. Or, the 
programs may he temporarily instated from the portebi e 
storage medium 307 through the external storage 
device 303b handing a portable storage medium onto so 
the external storage device 303s such m a hard disc 
device, and then loaded to the main memory 302 and 
executed by the CPU 301 as occasion demands, 
[003:7] The mark-pasted content generating device 
100 m&y be h\M up on the electronic computer sn which m 
an editor program lor oreatjog Web pages is actuated . 
In this case, the mark-pasted content generating device 
1Q0 shown in Rg : 2; may be inipJ ementod a $ a 
of plug-in software emptying £ function to the process 
of the editor program, in this casa f the process of the 4C 
plug4n software Is smarted from the process of the editor 
program, and the process : of the editor program takes a 
Web p^ge under editfeh as a content and carries out the 
processing of the mark-pasted content generating 
deyke 1 00 as described iato to cr&ate as a mark- 4$ 
pasted content a tfVeb page to whi£h an information* 
appended aiectfortic mark Is attached. The pasting of 
the STtermafion^ep^nci^t efe#Dn*s- mark to the Web 
pa^e is performed by inserting the description of UFIL of 
the infcrmation^app^rrded eSectfonfc mark Into the M 
HTML deschpfian of the Web page by using a (IMG 
SRC nag, 

The content check device 200 may be built up 



m the electronic computer in which a browser program 
to browse the Web pa§e & actuated. in this case, the 
content chaeR device 2S0 ghbwn -ft Fig. 3 may be impte- 
menled^s tne process of the plug-ih software supplying 
the function to the process of the browser program, in 



this case, when the d&piay of the infbrmatibrvapp^nded 
electronic mark in the Web page is selected by the user, 
the process of fee plug-in software is started from the 
process of the browser program, an^ 
gmrn sets out the in^rniatioh-eppended electron^ 
mark selected by the bser while setting the Web page 
under display as a mark-pasted cedent and then per- 
forms the processing of the content cheeR device 200 
described i^er to generate and display the genuine- 
ness expression information 216 as frame display inti- 
mation of the check result notification of the signature 
and the auiha^fcation Inlbrmalion, 
fM30] Next the operation of the genuineness authen- 
tication system of the digital content according to the 
first embodiment mtt be described by applying this 
embodiment to a case where tie content 100 whose 
genuineness is to be authenticated is a Web page of an 
electronic shopping on the internet shown in Fig. $. 
10840] First the operation of the mark-pasted content 
generating device 100 will be nrst described v 
P>0411 Fig. 8 shows the procedure of t he process* n§ 
executed by the mark-pasfced content generating device 
toe. 

i®m2} First, the content iSH 4 the authentfcation Infor- 
mation 110 including content information (URL of the 
content}, authantiC£$on source inforewion (Merchant 
A) and mark effective term information (Wx^^Mx), the 
authentication source private key 108 fer diptai signa- 
ture and s mark part A (Merchant A) 111 and a part 8 
1 12 are Mfereharid stored In the storage unrt 103, 

When the mput/butput unit 104 receives 
information-appended electronic mark creating request 
the cohtroiier 105 actuates thelh 
106, 

[O044J The Information insertion unit 106 thus actu* 
ated first osleyiates the hash vslue of the auttienticatieo 
information 110, encrypts th^ ; hash value with the pri- 
vate key 10B1O g^neratie a d igital signature and adds it 
to the authentication information 1 10 E thereby cres&ng 
the authenfeiion in^rmation 403^ ^ the digital signa- 
tyre of Fig, 5 (step 501 Subsequently the authehtlca* 
•tibn infermatiOn 403 with the diglta^s^hature is 
embedded in an unseparab^ and Invisible digital water- 
mark style into the mark part A 1 11 representing partiai 
information (for exanipio, authentication source) ot tt>e 
auihenijcation information {sisp 502). TterBa^eh the 
mark part A 111 is embedded Into the mark part B {for 
exarnpio, trademark) 112 in a digital watermark styse 
which is separable through the inverse conversion 
processing and vmoaitod (lor example, visualizing dig- 
ital watermark using brightness information^ thoreby 
genoragng information-appended efectrohic mark 113 
|$tep 503), Thisis because -t^ : 'm^k^^:A,11 : :ii^.^9$- 
a oertfficatiorr display lor the genuineness in which the 
authentloaiion information is visualized , 
|0045| Here; the invisible digits wafermark means a 
digital watermark obtained by embedding mtbrmation 
as a digital watermark so that the content of ihlbrmation 
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to he embedded cannot be visually recc^nized and the 
VtelBfe digital watermark means a $giai WBtermark 
^bta^ned Sjf embedding an image as a digital v^ter ms rk 
mib hotter Image so feat m image pattern of ihe> 
Image to he embedded can be v&ua% recbghized. The 
inverse-transform: separable watermark sty mmm- a 
watermark st^e in which information Is watermarked by 
a specific brightness cen^Mlon processing and than 
an image embedded as the digital watermark can be 
separated by the inverse conversion processing. 
£0046$ SubseEtuentiy, the controller 105 achates the 
nm% pasting unit 1 07, and the mark pasting unit 107 
pastes the in^rmatioM^pehded electronic mark 113 
to the tenters! 1 09 by denning URL of the file 0t the infer- 
mation-append^d electronic mark (for example, a URL 
of GIF file) In m image tag of HTML, ther8% generating 
the mark-pa$ted content 114 imp 504). 
[004?] Next, the operate of the content check device 
200 will be describee! 

1 004S] Fig. 7 shows the pr ooedure of the operate of 
the content cheek device 200, 

Here, the mark-pasted content 21 0 and the 
public key 214 of the mark authentication source are 
bbfbrehand stored in the storage device 2Q3> Upon 
receiving a cheek mquest t^rougH the Input/Output unit 
204 when the mer^pssted content 210 is displayed by 
the browser program described above, the bobtailer 
204 acttMes the mark cU!-6ut unit 206* 
[00503 The mark cut-out un it 208 thus equated cuts 
oat the jnforms^on^agpendecl electronic mark 212 from 
1M mark-pasted eohfeht 210 (step 801), and the con- 
troller 204 actuates the information extraction unit 207> 
£00513 The information extraetien unit 207 separates 
and extracts frem the information-appended electronic 
mark 2 1;2 the rriark part A 11 1 which has been embed- 
ded as a visible sSgltai watermark through the inverse 
conversion (step 802), and extracts as the extraction 
information 213 the d^hai-sjgnattire appended authen- 
tication infbrm&tlsn which has been Inserted m the mar k 
part A i l l as an invisible digital watermark (step 003), 
The - ^ohtmlSer 205 actuates the digital signature cheek 
unit 2QS, 

P8S1| The signature check unit 2QS cheeks the 
genuineness and reasonaMsty of the markrpasted con- 
tent 210 on the basis of the c^ncfdence between the 
hash value bf the authentication inferrnatson of the dig- 
ItaMgnatu re appended authentication infenrrjatjon and 
the hash value calculated by decrying the digital sig- 
nature of the dlgitai-slgnatd ra appended auth entioatpn 
information with the public key 214, the c^m^dw>ce 
between the content information (URL) cenWned In the 
authentication information of the digitai-eignatyfB 
appended authentication Information and the inferma- 
tipn (URL) ef the mark -pasted content 210 and the 
effectiveness sf the sffeetw© term contained in the 
authentication Infemation of the digitai-sfgnature 
appended authentication information, and generates a 
check result pK/NG) 21 5 (Step $04), 



[08S3| Finsi!^ the ppntrelfer 205 adtuatea the genuine- 
ness expression information aelecting/c^mposlng mil 
216, generates the genuineness expression inferrnation 
21i ifm mampte, a check resylt text eiessagel to cl|s^ 
$ play the ehec* resuji ft 
to the InpUt/outputum 204 (sS# 8S^. 
[O054| The foregoing description Is made on the first 
embodimerst 

P*55£ As descried afeove. acopn&ng to the fir^t 

io embodiment, the genuineness of a main electronic 
mark such as a trademark or the like and a content can 
be expressed to he visually reeogn&ahle by the pres- 
ence or absence of a sub-electronic mark whfch is 
embedded as a visibte d^Jta! watermark in the main 

is electronic mark, and also the genuineness dan W 
strictly authenticated by the dlgltal-si§nature appended 
authentication information which is embedded art 
Invisible otgM watermark In the main electronic mark 
such as a trademark or the like, 

m Nejft, a second embodiment o? the present 

invention will he desenbed, 

According to the second embodiment, the fol- 
lowing modifications are made ontbeprocees1n§c^ cre- 
ating the infermatlen-appehded electronic mark 1 13 

26 which Is executed by the Infermatlen insertion uni! 106 
of the rnark-pested content genei^ng device 100 oMhe 
first embbd^rnent and the processing of extracting the 
efeet&h »rmatfen 213 from the Infermatlbn- 
appended electronic mark 21 2 in the information exirac- 

m . tkm unit 2 07 of the content check device 200. 

pMB\ Fig. 8 shows the procedure of the processing 
executed by the mark-pasted content generating; device 
100, 

(MS§j \rt this embodiment, the information Insertion 

as unit 100 creates the d^jtahsignature appended authen- 
tication infetrmation 403 of Fig. 9 in the same manner as 
the first embodiment (step 50 1 ). Subsequently, the dig- 
itaMsjgnature appended authentication informatpn 403 
is embedded into the mark part A 11 1 (for example, a 

m trademark^ as m anaeparable and Invisible dlgft&s 
watermark (step 502) v and then a mark part B 1 12 
which has the transparent fosckgroond and represents 
partia] ^formation (for example, an aufhentetion 
source} of the authentication infermaiion is superposed 

^5 on the mark part A 11 1 to generate an information- 
appended eiectrensc mark 1 13 having a two-iayer struc- 
ture (step 1201). The Information-appended electronic 
mark 113 thus generated is an image in which the 
image paftern of the msrk part A 1 1 1 appears In meat of 

sa the backgroiind portion of the mark part B 112, The 
mark pasting unit 107 pastes the infefmate 
electron^ mark 113 to the confent 109 to generate a 
markvpasted content 4 14 (step 504). 
P0§$| When the mark part 8 is overpaid oh and 

$5 parted to the mark part & 111 In which the dlgital-signa- 
tim appended authentlcatfeh inlerma^qn as described 
above is embedded Jhe Mb^ 
|SS61J That is, an HTML desenpfa 
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tent of a ta&e containing the mark part A 1 1 1 in which 
fes aethentica&on tafbrrna* 

tferv 403 is emb^^ed as a backgmund Image Is set as 
the mark part B 112 m created, in this mm, -Urn mark 
part B 112 is embedded is assumed as a transparent 
&F Hie. The description of the iabb as described above 
is inserted Into the HTML description of a Web page. 

Fig, 10 shews the procedure of the operation of 
the content oheck clevis 200 aocordjng to the second 
embodiment, 

0>8&$J. As shown in Fig. IS, in this processing, the 
ir^rm^t^^#p0n<ifed electronic mark 212 out out 
from the mark-pasted content 21 G M&i the case Of the 
first embodiment (step 801). The inlorma&on extraction 
u^lt 20? ramoves the mark prt B from the tntermation- 
appended electronic mark 212 to separate and extras 
the mark pari A 111 (step 1301), and extracts as the 
extraction information 2iB the dfgitaNigna£ure 
appended autherfetion information which is inserted 
as an inv^ibie digital watermark into the mark p^rt A 
ill (step 603), As In the case of the first embodiment r 
the digital signature ;;#^^ : ^t,2GS;#eeke. the genuine - 
ness and reasonab&ty of foe mark-pasted contend 210 
(step 604 }, and the genuineness expression Inferniatlon 
seieotingfeompo^rsg unrt 218 generates the genuine- 
ness expression mformafei 218 (for example, a cheek 
result text message) and outputs It from the inpoi/output 
unt 204 pep 80S), 

[Q064]' The above-described second embodiment may 
be imp^meiHeci jo the Wovv^g mode, 
[006 $| Thai is, the InformaSon extracting unU W7 .the 
digital signature check unit 208 and the genuineness 
expression Mormafc^ 

the content check device 200 are provided as extension 
programs of the server program on the WWW server 
which makes the Web pegs {mark-pasted content 1 14) 
on the internet The other portions of the content check 
device 200 are prodded as the plug-in programs of the 
browser prpgs^ms browsing the Web page 'at the orient 
side at which the browser program runs. 
[SOS^i The WWW server sets at least the mark part A 
1 1 1 embedded with the inseparable and invisible digital 
w&termark serving as the background Image the 
table ih a no-esche Jndfesttion mode (a mode of Indicat- 
ing prohibition of storage of data into locai cache o? a cli- 
ent) by a proper program through CGI and feeds the 
Weh page (marMasted content 114),, The direct 
access to the mark, part A 1 11 embedded w^h the 
unsepar&ble and invisible digital watermark serving as 
the baok§round image of the tahfe by the client is 
reieoted by the proper program through CGI 
f®8§7] Aeeorp^gty, the client cannot copy the mark 
pari A 1 1f embedded witn ihvf^' 
y e digital watermark serving as the background image 
of the tabfe by using a normal copying procedure, and 
thus ^niun^tted^d person who accedes the mark- 
pasted content 114 as a dien! can be prohibited fmm 
iegaBy copying and ussng the mark pari A ill , 
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On the Wmr fend. a* the client side, tf)e P^Q- 
In program actuated from the browser program mguests 
to fee Web server the check of the information- 
appended eieptrpnfc mark 21 2 indicated by the user on 

5. the XN&b page. The #xtensfen program :on the server 
program on the Web server receiving the request 
checks ^ genuineness and reasoha&H&y of the Web 
page {mark-pasted content 1 14) from tie Information- 
appended electronic mark 212 on the Web server as 

to described above, generates the genuineness expres- 
sion information (for example, cheek Jesuit fed mes- 
sage) and then outputs It to the client. The plug-in 
program of the browser program at the o^ent side dis- 
plays It 

15 The foregoing description is made on the sec- 

ond embodiment of the present invention, 
£§&?8J As described above, according io the second 
embodiment, the genuineness of the e^ptronlG mark 
sueh m ^ t^rnnark or the like end the content can M 

20 expressed so m to be visually recognizable by the pres- 
ence or absence of ihe display of an electronic mark 
having s trensperent bac&gr^yod which is ovedaki on 
the eiectrdnio mark, and also the genuineness can be 
stnetiy authenticated on the basis of the dlgitahsigna- 

35 tyre appended ^uthehtication ^nfermation which is 
embedded as an invjsfeie d igjtai watermark into an elec- 
tronic mark such as a tredsnwk or the life Further, by 
supplying an eiedronic mark such as a trademark or the 
like to a client m the no-cache Indication mode 

30 descnbed above, the copying of the electronic mark can 
be prevented, and thus illegal use cm be prevented. 

Ne:<t } a third embodiment of the present inven- 
tion mil be described hereunder. 

In the third embodiment, the folkMing modifea- 

35 Horn ere made to the processing of creating the infer- 
Oie^on^ppended electmnio m^rk 11 3 ^ecuted by the 
Intdrrnetion ihserto unit 106 of the mar^pested mty 
tent geoeratihg devjoe 100 of thefirst embodiment, an& 
the processing of extracting the extraction Infermatlon 

40 213 from the in^rmation-appended electronic mark 212 
In the infemation extraetioh unit 207 of the content 
oheck devtce 200 of the first embodiment Further; m 
place of the mark part 8 112, mark genulnehess/type 
indication bripwss^hroma (co^r) Information 1403 Is 

45 beforehand stored in the storage unit 103 of the mark- 
pasted content generating devise 100, and mark genu- 
ineness%pe indication bnghtness/chroma infermatiop 
1404 is boferehand stored fe the storage unit 103 of the 
content generating device 100. 

m [#73| M shovvn in Fig. jj, the mark genuine- 
ness/iype indlca^on brightnes^chroma information 
1403, 1404 defines the corresponding relationship 
between the authantjcation type and the bright- 
nessfehrctma value contained in the authent?oat&n Mffl* 
trmtem 110, and the mark genuineness/type indication 
brightness/chmma infermatlon 1403 end the mark gen- 
ulheness/type indication brightnes^chroma inlbrmation 
1404 have the same content. 
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|6§?41 h tM third embodimeot^the ir^rmation fn$er*" 
$m m\i 108 of th£ m#k-pa^d «fet generating 
device 180 ©mbeds: the digital-signatuns appended 
authentication Infermat^n 403 obtamed by : 'add.feg--#iie^ 
d^lta^^griatura to. th&. aut^n§ea^h tofomiaS^ oon- 
taliing sn authenticsison type example, position ser~ 
ffication) in an in^&ifete ^ Into the 

mark part A 111 (trademark) at a diferen&ai portion 
ftstv^en predetermined brighine^s/cGiar and the bright- 
nessfehroms of the mark part A 1 1 1 so that at least a 
par! of the mark part A 1 11 has the br ightneesfchmma 
(for exsmpls : red color for position c^rtmoetbn In case 
of tradem^f k) corresponding to the authentication type 
indfcated by the mark $efWinenes&%pe judication 
l5ngh|n^ss/dhroma infermaio^ 1403 to the extent that it 
can be Visually recognized by the human, thereby geh- 
0mt?hi§ th& informa^n^pp^nded eleefenlc mark I IS, 
p873] The information extraction unit 207 of the eon- 
tent eteck device 200 extract as the extraction Mm- 
mafe the dfgital-si^a^re appended authentication 
f nlpfttfStiqn - 214 which & embedded as an invisible dig- 
Hal watermark In the information -appended electronic 
•mark 212, At iHis time, it may be cheeked whether the 
brightn^^^chronMicl^s of ^t least a part of the infer* 
mation-appendad electronic mark 212 as described 
n the hrightn^e&okr revered Jh the m^rk 
genuineness/type indication dnghlnessfehrcvma infor- 
mation 1404, end then the check result may fee .dis- 
played. 

As described above, according to t^a third 
emb0dim^ht, tti0 genuineness of the e^ctronte mark 
and the eontent or the type of the genuineness can be 
expressed so as to be visually reco^nteahie by the 
^rlghtness/cobr of th6 electronic mark such as a trade- 
mark or the like, and also the genuineness can be 
stnctly authenticated by the digilafHsignature appended 
authentication mfermaiion embe^ted as an Ihvis&ie 
digital watermark. 

10077] The Mewing modifications may be mede to 
the third embodiment, 

|jp78| That W, the br^hlness/aetor whfeh is varied to 
the e^ent th&t the -human cannot visually perceive to 
the br lghijies$v cofer used ;n the electronic mark A Is 
registered in association with the ay ^entication type in 
the mark genLiineness/lype indication bright- 
pe$s/chrom^ jnferniation 1403, 1404, and it embed- 
ded as an i nv&i ble digital watermark at this brightness, 
coior potion, Speciftea% the bhghtnessteoior whose 
Venetian Is perceived as whKe by the human is regis- 
tered. This brightness/^ whfte por- 
tion of the electronic mark A. whereby the content check 
device 2Qp can moogntes the authenticate type on the 
hasis of. the hri§htnessfedlor of the Information- 
appended electronic mark and makes it Invisible to the 
human. Thie method may be used to ola ssify ma ny elec- 
tronic marks in accordance ,Wi8* the authentieagon type 
on the Pd$is Of the brightoess/eolor thereof 
P®7§| The feregoing desehptien is made on the third 



embodiment 

Next, a fourth ernhodiment of the present 
invention witi be described. 

£0081] The fourth embodiment is similar to that of Fig. 

5 2 in the construetion of the mark-pasted content •genef-* 
ating device 100, however, It Is different In the process- 
ing of ereatmg the 1n^rmatiof>-appended electronic 
mark 113 which Is ak^tid fey .fe Infer metlon insertion 
unit 107; The content check device 200 according to the 

nr feu rth embodiment has the oonstrud^oh shown in Fig. 
12. That js { the construction of the content check device 
200 according to the fbPrth embodiment is sobstantially 
the same as the construction of tha content check 
device shown fh Fig. 3, however; it is different in that a 

t§ display operation unit 220 is provided to the operating 
uhit.202. 

First the operation of the marK*pasted eoAtent 
genersting device 100 wi be described, 
|0OS3| Fig : 1S shows the 

.20 the mark-pasted content generating device 100. The 
procedure of creating the infermstiDO-appended elec- 
tronic mark 113 executed by the information insertion 
unit 107 as shown in Fig. 1 3 wiH be described. 

M shewn In Fig. 14; the hifermatfen losertiDn 

25 unit 108 first contains the data of the mark part A 111 
Mq the authentication infermatioo 1 10 ($tep 801 }< Here, 
the m&r& part ^ is e peiiect mar& (for axample, a perfect 
trademark) or a taiiy Impression type mar^ which Is a 
dtvit^ai part of a perfect mark and constitutes the per- 

bo feet ma rk when k is combined with the other divissonai 
mark 3 i 1 2. The informstibfl in^er Uon unit 107 creates 
the digital -signature appended authenticafen informa- 
tion 403 added with the digiM signal 
cation jnfematidn contaming the esectre nlc mark A 111 

m (Map 501). Subsequently the digita^si^nalure 
appended a u th enticiitfon Information 403 is embedded 
^nio the mark part B 112 in an unsepBrable and invblbie 
digital watermark style to generate; the if^rmatlon^ 
appended electronic mark 113 {step 802). The mark 

40 pasting unit 1 07 pastes the information-appended elec-^ 
tenio mark 113 to ihe content "1:QS to generate the 
mark-parted content 114 {step 504), 
f§68§] the o^emfeh of the content cheek device 
iOdj will he desenfaed; 

4$ Fig. 15 $how^the procedure eftheop^rafen of 

the content check device 1 00 . 
|9D87] The mark cut-out unit 20% first cute out the 
ir^ormation-appended eiectronio mark 212 from the 
mark-pasted conient 210 (siep 801); The digital-signa- 

■^• c turn appen ded authentication in fermatiprj e mhedded as 
an ijwfejhte ^termark is extra ctisd the extractloo 
infermation 214 from the infermation-appended elec- 
tronic mark 212 by the thform^tion :txi?$dt!iCm unit 207 
(step 901), 

■$$ [S.0ft8| Here,, wheo a poor sir ict check request is set m 
advance (step 902), the dptal signature check unit 20B 
cheeks the genUiheness and reasooabillty of the niSrNr 
pasted content 210 oo the Paeis of the coincidence 
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between the hash value of the authentication informa- 
tion of the signature appended authentication 
fnfermation, the hash m\m m$m$B$M by d^cry^ing 
digital signature of the 4igMi signature appended 
adtb£nfe#n infermaSn and the public Hey 214, the 
coloc^SfHse- be&tfeen the content Mdrrh^ta: (URL) 
contained in the authentication mferm^on of the dlmtas 
signature appended authentication information and the 
information (URLJ of the mark-pasted content 210 and 
the effecliiveness of the effective term contained in the 
authentication information of the digital signalum 
appencled authentication information (step 604). if the 
cheek result NG {step $03), the genuineness express 
mm information mmM^mmgmmg unit 218 ggner^ 
Mm ^mmmms expression information 216 (for 
example, check result text message) for displacing the 
check result {HQ) 215, and outputs it from the inputfout- 
put unit 2tM {step 80S), if the check result Is OK {step 
903), the display operators unit 228 picks up the Mm- 
iranlo mark A contained in the authentication informa- 
tion. If the electronic mark is a perfect type mark r the 
electronic mark A is d ismayed ^ payeln pfase 
Df the electronic mark B< On ®m other hand r f theeler> 
Ironic mark is a tally impression type mark, the elec- 
tronic mark A combined w^h the eietrtronip mar^ 
display the periee* type mirk » the Web page. 
[008^1 On the other hand, when no prior strict check 
request is seifstep 902r§Q8), the disp&y operating unit 
220 pjides up the electnsnfe mark A contained in the 
authenti^atfen in^rmation, if the electronic mark is a 
perfect type mark, the#ectronte mark A is dispi&ypd on 
ths Web page in piece of the electronic mark B, If the 
electronic mark fe a taiiy~lmpre$$ion type mark, the 
'eie.drot^o'mark A and the ^leptronic mark B am com- 
bined with each other to display the perfect type mark 
on the Web pap. Thereafter, the digital signature cheek 
Unit 208 cte&s the genuineness and reasonably of 
the mar^pasted mr^mi 210 on the baste dl the coinci- 
dence between the hash value of the authentiOatioh 
Information of the digital signature appended authentic 
cation inferrnatson and the hash value calculated by 
decrypting the digital signature of the digital signature 
a ppendod authentication information with the pu bfe key 
214, the coincidence between the content information 
(URL) contained in ths &ufentteSion infomiation Of 1 IB 
dyt^l signature appended authentication information 
and the information {URL} of the mark-pasted oontent 
210 and the etfectivenes^ of the effective term con- 
tained irvthe authentication information of ma digital sig- 
nature appended aofentlcation infermatldn (step 604), 
end trie genuineness expression information seised 
ing/ronrposing unit 218 generates the genuineness 
expression infbrmation 218 (tor example, eheok result 
text message) l>r displaying the cheok result (QK/NG.) 
216 and outputs \t from the input/output unti 284 pep 
BOS). 

{$P96| The feregoing description is madr on the fourth 
embodiment of the present invention . 



p*8i;f As described Wwe, &<&m£m$ .to Ihe feurth 
embodiment df the present irwention, when no prior 
strict check request te set, the genuineness of an eieq- 
ironic mark such as a trademark or fee Wm and s ddn- 
Isrii-.or the type of the genuineness can be expressed so 
as to be vjsuaiiy recognfeabie by checking whether the 
electronic mark js displayed in a perfect style or not: and 
the genuineness can be strictly authenticated fey ife 
digital-signature appended ^ulhentfeata , InlbrnmfeB 

?& Which is embedded as an im/islbie walerrnark, Further, 
when a pnor strict sheck request Is set, *he stnet 
•.authentfeaUon: :;rfcsu^&f the ; gem«?ienia$s can be 
csted by cheeking whether :m electronic mar^t such as a 
trademark or the tike is displayed in a perfect style or 

is not 

Next, a tirlh embodiment aeoordjng to the 
pms^nt invention will be described >. 
pSSS] As shown in Fsg, 16, me fifth embodiment of the 
present im/enfcn is designed so that the eiectrcjnic 

20 mark 811 2 of the fourth embodiment is a perfect type 
mark (a trademark or the life), the efectronte mark A m 
a mark representing genuineness |M example, a valid- 
hess mark} and the eiect^nlc mark A is displayed In 
place af the electronic rhark B in step 905 'of Fig. 15, 

25 p0S4| According to the fifth embodiment of the 
present inven8on, w^ien no pnor strict check request is 
set . the genuineness of the electronic mark and the con- 
tent or the ty pe of the genuineness can be expressed so 
m Is fee visually recognizable by checking whether the 

m va^ ness m ark Is d ispl ayed 

can be strictly aisthenfeted by the digital-signature 
appended authentication information embedded as an 
rnvisibfe watermark, On the other hand, when a prior 
stridt c^eck r^ uest is set the stnet authentication resu it 

3:$ of the genuineness can be Jnd Seated by the valid ness 
mark, 

"{3995} As desenbed ab&ve, according to the present 
Indention ? the genuineness of the eledrdhic dMa can be 
sinewy aiithenticated, and the genuineness can be visu- 
40 ally expressed to the users ef the eiectromo data 

■1> :: A method of generating aut^entication-enab^^^^^ 
4.5 eiectronic data, comprising the steps of: 

embedding digitai^ignature appended authen- 
^cation information for authen^cating the elec- 
tronic data as an invisible digM y^termark into 
50. a first Image and subjecting the first image with 

the invisible digital watermark to a visuaiiy-rec- 
ogn^able alteration to generate & second 
image; and 

inserting the second jmage Into the electron^ 
ss data to generate the aythentjcation-enafafed 

eiecironlc data. 

2. A method o? generating authentlcadon-enabfed 
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electronic data, cdmpnsmg the stepB of: 



mi comprising the steps of; 



embedding diglial^sigmlur e appended authen- 
: tfeaften tefermatip^ for; authenticating eiee- 
ironic as an Ihvisibie digital watermark into $■ 
a first image to generate a second image; 
embedding the semf>d irnsg^ as a visible dig- 
ital watermark Into a third Image to gen^rat^ a 
fourth image; and 

inserting !h© fourth image into the electronic W 
data to generate the aytNefnti<^tipn^^©<l 
electronic data. 



sleet? wM data, campris 



A method of generaSng aufenifoatten~» 
ele€tronio data > Gomprismg the steps of: 



embedding digital-signature appended authen- 
tication information for auihentic&tlno; elec- 
tronic data as an invisible (tigM watermark Mo 
a first Image to generate a second image; 20 
superposing the second image and a third 
image on each other so that iha image pattern 7, 
of the thm image and the image pattern of the 
second image are visually recr^nteabie, 
thereby generating a fourth Image having a 2$ 
doubte-iayer structure; and 
inserting the fourth image into the electronic 
data to generate the authentication-enabled 
electronic data. 

A method of generating authentication-enabled 
electronic data, comprising the steps of : 

8, 

embedding dptai-signa&jre appended authen- 
tication Information dbr authenticating; elec- 35 
tronic data a$ an invisible digital watermark into 
a first Image so that the brightness or chrorria- 
tidies &f the image has a predetermined vl$u» 
ai!^m<;ogn^abb ohameieristic* thereby 
generating a second image: and M 
inserting the second image into the electronic 
date to generate \lv. 
electronic data. 
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embedding digital-signature appended authen- 
tication Information for authenticating eiec- 
Ironic data and first Image data as an invisibly m 
digital watermark into a second image to gen- 
erate a third image; and 
inserting the third image into the electronic 
image to generate the aulhentioa^onvenabled 
electronic data, m 

A method of generating an authentication-enabled 
Web page to be supposed from a Wfeb server to a # 



embedding digitahsignature appended aufhen- 
tioafion Information for ^uthen^ating a Web 
page as an invisible watermark into a first 
Image to generate a second image; 
superposing a third Image having a transparent 
portion $n the seoond image thi^s generated to 
generate a fourth Image having a d^bfe-la^r 
structure; 
Inserting to 

Web 




i as processing of said Web server a 
description of supply of the Web pa§e contain- 
ing the fourth image to the client when 'the • cli- 
ent accesses the authentication-enahied Web 
and a description of non-supply of the 
age when the client directly 
accesses the second image. 

A method of checking the ajithentlcajion-ehaNed 
electronic data generated by the mMhod as 
claimed in claim 4, comprising the steps of: 

measuring the brightness or cgromatioies of 
the second image contained In the authehtica- 
tion-enabled e&cimrae dsta; and 
checking whether the brightness brchroroaSeh 
ties thus measured has the predetermined 
chdr^cter^d, and oiitputting the check fesdSi 

A method of displaying the authenticMfon-enablM 
electronic data generated by the method as 
claimed In claim 5. comprising the steps of: 

extracting the data of the lirst Image embedded 
as the digital watermark from the third image 
contained in the authenti0atSdh>eoabi:ed 
tronic data; and 

including the display of the first image repre- 
sented by the fir$t Image data extracted or the 
combined display of the display of the first 
image and the display of the third image m the 
display of the authentication-enabled electronic 
data in place of the display of the ihlrd image, 

A method of authentioating the aothentlcation-ena- 
bled electronic data generated by the method as 
daimed in claim 5 and displaying a check result, 
comprising the steps of: 

authenticating the electronic data by using 
authe^ieatidh intbrrnation and a digital Signa- 
ture embedded as a digital watermark in the 
tUrd image contained in the authentication- 
enabled electronic dataf add 
extracting the data of the first image embedded 
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as a igllai watermark from the thind isnage- 
edetaih^. In the authen^catbn^nabieti etecr 
ironic data when the electronic data can be 
authenticated: and 

jncfecllng th© display of the first image repre- 5 
seated by the trst Image data extracted m the 
coo#ned display of the display of the first 
image and the display of tie t^irti; fniage in the 
display of tfe 

data to place of the dismay of the third display: *s 

iSL An auth^tio^bn-enabied electronic data generat- 
ing device fer generating *ihen£ie3f ion-enabled 
electronic data comprising: 

means fer embedding digital-signature 
appended authentication Soferoiatfon fer 
authenticating electronic data as an imasible 
digttal watermark Into a %st image and subject- 
ing the ■first image with the invisible digital m- 
watermark to a visually ^reoognfeabie ate ration 
to generate a second image; and 
means for inserting the second irnag^ Into the 
electronic data to generate a mark-pasted eieo- 
Ironic data m the eufentfea^ elec- 2$ 

tronic data, 

11 A storage medium in which a program to be read 
out and executed by m electronic com pier is 
siofedr&pfeih: 3d 

said program makes said eiectmnlc computer 
execute: 

a step of embedding digitai-signatUFe $5 
appended authentication inferma^ion fer 
authenOeailng ths electronic data as an 
Invisible digital watermark into a first 
image, and generating a second image 
whfc^ has been $u^ecte^ to a v^uaiiy-rec" -m 
ognkabie aSeration; and 
a step of inserting the second Imag^ tn$o 
the eleetrdnie data to generate the authen- 
tjcaiion>enabled electronic data, 

12, An authentication system for auShentieaftng elec- 
tronic data, comprising an authentication -enabled 
electronic data generating device and an electronic 
date authenticating device, wherein: 

so 

said authentication-enabled electronic data 
generating device inciudes: 

means for embedding dpia^-signature 
appended authentication information for 55 
authengcating electronic data as an 
ble digital watermark into a.firs-f Image and 
sol5jectjng the first image with the invisible 
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digital xiyatermark to a visualiy-recognka- 
ble alteration to generate a second image; 
and 

me^ns fer generafing m Ite autften!i#- 
t|oi>enabted electronic data marfepasted 
e^edronic date oblained by inserting the 
second image Into the electronic data. #nd 

said electronic data ^uthenticafcon device 
includes: 

means for performing a display operation 
containing tile display of the second image 
of the authentication-enahled electronic 
data; and 

mesms for authenticating the authentica- 
tion-enabled eieett onic da ta oh the basis of 
the d'igrtahssgnature spp#hti : &d a^h^ea- : 
tion informatbn which is extracted from the 
second image and embedded as a digital 
watermark. 
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